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Abstract

How much is secrecy worth and how many times can a secret be sold?
This paper introduces a novel method to properly quantify the value of se-
crecy for the first time and finds that it is supported by empirical evidence.
Additionally, it introduces another novel method to model and quantify
the Privacy Multiplier, that is, the additional value obtained from the use
of privacy-preserving techniques when offering secret data to potentially
distrustful third-parties. Altogether, both results close open questions
regarding the quantification of the economic impact of the practical ap-
plication of secure computation technologies, particularly on blockchains.
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1 Introduction

Traditionally, the estimation of the value of a secret is based on how much
would be lost if the secret was revealed: for example, $500 billion in raw
innovation is stolen from U.S. companies each year|Phil3] (i.e., trade secrets,
research and development and products that give companies a competitive
advantage). This method for valuating secrets exacerbates the already risk-averse
judgement[GHM15, [HRO8| of the secret holder. And since most information
is not publicly accesible[Ber01] and intentionally hidden, it’s a very natural
question to ask for the valuation of secrecy itself.

Withholding information, keeping information secret has an opportunity cost
due to the self-imposed restriction on trading said secret information. Therefore,
a discount must be applied to the full market value of secret data. This insight
forms the basis for the application of advanced techniques from financial valuation
to quantify the value of secrecy: this paper uses forward-start put options to
upper bound the secrecy discount and price it using the Black-Scholes model,
deriving a closed-form formula that is satisfactorily tested on estimations of the
valuation of Swiss bank secrecy. This result is useful to estimate how much
additional value could be extracted from the vast amounts of data generated
and stored each year.

We then study how many times a secret can be sold to different buyers
(i.e., the Privacy Multiplier) knowing that the secret will percolate through a
network of buyers until it’s no longer valuable because it has been incorporated
into market prices. Our results provide a concrete, computable model in a
rational-expectations equilibrium of the Privacy Multiplier.

Finally, we point out that secure computation technologies can be used to
keep information secret while allowing others to use said information: their use
compensates the secrecy discount and further multiplies the number of times
secret data can be sold, especially in a digital world where the half-life of se-
crets is declining[Swil5|. These privacy-preserving techniques are indispensable
in the setting of permissionless blockchains because they publish all the data
of all transactions in the open by default, including the executed smart con-
tracts: private smart contracts give rise to Cryptographically Secure Financial
Instruments|Sa15|, which benefit their traders and holders by compensating the
secrecy discount and applying the Privacy Multiplier.

1.1 Contributions
The main and novel contributions are:
e A new method to value secrecy as a discount on withheld information3}

e A new method to value the Privacy Multipliefd] that is, the additional
value obtained when offering data to third-parties with privacy-preserving
techniques. And although it’s widely acknowledged in cryptographic
research that this could be feasible, there are no previous written records
of this practice.



2 Related Literature

Previous research has focused on personal and consumer privacy|[HKO05], not on
the value of data as a financial asset:

e Consumer’s financial information|Not03| and the implication of opt-in
and opt-out policies from the point of view of economic theory and the
assignment of property rights.

e The valuation of personal privacy using option privacy theory|[BB0O9b)
BB09a).

3 The Secrecy Discount
3.1 Model

A buyer of data that is easily valuable and tradeable at a price Py (e.g., customer
lists, quotes, and financial series) must keep it secret for a period of time T
consequently, he must be willing to pay a discounted price C for the classified
information, lower than FP,. To better accept the deal, a derivative D could be
combined with the classified information C' such that both would be valued at
a higher price than the unrestricted information Py, the price of the derivative
constituting an upper bound for the secrecy discount:

C+D>PR (3.1)

In the same way, the buyer could be an owner of data that wants to keep
it secret or any other arrangement in which a secrecy discount applies: the
restriction to not leak/sell any secret could be self-imposed (e.g., commercial
data) or set by an external agent (i.e., classified data from a governmental
agency). Additionally, the start date of the derivative D can be chosen at any
time t before the expiry date T because the data is secret and the owner is
trading on private information: forward-start put options are the best fit for the
previously specified derivative, converting to an European put option with the
strike price being the forward price of the data at time ¢ and remaining time to
maturity T — t.

3.2 Assumptions

To ease analysis, a perfect market for the data is assumed:

e Uninterrupted, frictionless trading with no transactions costs and perfectly
divisible data.

e Unlimited borrowing and lending at risk-free rate and short selling is
allowed.

e Arbitrage is not allowed.



Additionally, there is a risk-free zero-coupon bond B with dynamics
dB(t) =r(t)B(t)

for an interest rate process r ().

3.3 Analytical Upper Bound

The price of a put option with strike price K, maturity date T" and spot price
P, is denoted by

PT‘t (Pt,K,T) (32)
If for every € > 0, the option-pricing function P; satisfies the following identity

EP’I"t (Pt7K,T) :P’f‘t (EPt,EK,T) (33)

then it’s said to be homogeneous of degree one regarding the spot price P; and
the strike price K. And by the application of this property, the price of the put
option Pr; to be received when the start date t is known is proportional to the
future spot price P;:

P?"t (Pt, PteftT T(S)d(s).T> = Pt . PTt (].7 €ftT T(S)d(s), T) (34)
The supremum of the put option prices over [0, 7] is defined by
Sy = sup Pry (1,eftT T(S)d(s),T) (3.5)
0<r<T

The upper bound of the secrecy discount is given by S; because the holder of
the secret data can choose the start time ¢ of the derivative and is unknown to
the counterparty, who can hedge the risk by purchasing S; units of secret data
at the issuance date and maintain them until the holder announces the start
date t: then, the counterparty must deliver a put option but its current price
will less than or equal to the value of S; units of secret data,

Pr, (pt’pteff T(S)d(S)vT) —P,-Pr, (LeftT T(S)d(s)jT) <P-S (3.6)

Therefore, the upper bound of the secrecy discount is given by Sp because the
price of the put option at the initial time 0 is no larger than P, - St and the
opportunity cost due to the restraint to maintain the secret is precisely given by
the price of the forward-start put option with a start date ¢ under the choice of
the secret holder.

3.4 Closed-Form Expression

A closed-form expression can be provided for the upper bound on the secrecy
discount under the assumption that the spot price follows a time-homogenous
process such that

Pr, (1, el rs)ds, T) — Pro (1, elo ")) T _ t) (3.7)

4



Then, the upper bound on the secrecy discount is given by

St = sup Pry (1 el T(s)d(s) T) sup Prg (1 elo T d(s) T — t)
0<t<T 0<t<T

= Prg ( 1, elo m(s)d(s) T)

(3.8)
because the price of the put option is an increasing function of the restriction
period T (i.e., Ty > T, implies that S, > St,). A closed-form formula for the
upper bound on the secrecy discount can be derived from the Black-Scholes
model for asset pricing because it’s time-homogeneous. Start by assumption
that the price of the secret data P; follows the conventional geometric diffusion

process
dP

P
where W is a standard Wiener process, r is the constant continuously com-
pounded risk-free rate, y is the constant continuously compounded dividend
yield and o is the constant volatility of the price of the secret data.

The closed-form formula for the secrecy discount is given by

Sy =e T <24’> (U\F> - 1) (3.10)

as obtained using equation 3.8 on the Black-Scholes price of an European put
option with time to maturity 7" and strike price equal to the forward price
Poe=9T at time T, and & is the cumulative normal distribution of mean 0 and
standard deviation 1.

—y)dt + odW (3.9)

3.5 Numerical Interpretation

The following table shows the numerical evaluation of formula 3.10 for volatilities
o ranging from 0.1 to 0.6 and a dividend yield y of 1% as suggested by the
paper[CHM15] studying changes in dividend yields from managers’ private
information:

[ Period | 01 | 02 [ 03 [ 04 | 05 [ 06 |
3 months [ 1.99% | 3.98% | 5.96% [ 7.95% | 9.92% | 11.89%
6 months | 2.81% | 5.61% | 8.40% [ 11.19% | 13.96% | 16.72%
9 months | 3.43% | 6.85% | 10.26% | 13.65% | 17.01% | 20.35%
Lyear [395% | 7.89% | 11.80% | 15.69% | 19.54% | 23.35%
2 years | 5.53% | 11.02% | 16.47% | 21.83% | 27.09% | 32.21%
3 years | 6.70% | 13.34% | 19.89% | 26.30% | 32.51% | 38.49%

These estimations of the secrecy discount are in line with the estimations
of the valuation of Swiss bank secrecy obtained from a natural experiment in
another study|[DHZ12|: 8-14% (bolded). Please note that this model should also
be valid for valuating trade secrets, but there is not enough empirical data to
corroborate this claim[RSV15].



4 The Privacy Multiplier

Definition. The Privacy Multiplier is the additional value obtained from using
privacy-preserving techniques (SECCOMP) when offering data to third-parties,
denoted by

Revenue[SECCOMP = 1]
Revenue[SECCOMP = 0]

Privacy Multiplier =

In many cases, secret data can only be sold one time without privacy-preserving
techniques (SECCOMP = 0) because the holder exhausts all exclusivity, as in the
first-sale doctrine[tUSCT6|, or it can be sold multiple times but with decreasing
prices as the information gets incorporated into the market, depreciating until the
information becomes common knowledge. Instead, privacy-preserving techniques
(SECCOMP=1) enables multiple sales and contains the depreciation rate.

The concept of the Privacy Multiplier is directly inspired in other multipliers in
economics, that is, a factor of proportionality measuring how much an endogenous
variable changes in response to a change in some exogenous variable: the
misinterpreted money multiplier[CD10], the fiscal multiplier[Kah31] and the
Hansen-Samuelson multiplier[Sam39].

4.1 Model

Recent economic studies explicitly model how secret information is generated by
market participants, disseminated and finally incorporated into prices:

e Decentralized trading models for over-the-counter markets|GLT09, [BK17,
Wall6]

e Other models for broker networks|GLT17]

This paper incorporates the model from[ACI6] due to its simplicity, although
any of the previously listed models could also be used.

Consider an rational-expectation economy[GS80] with investors i € [0, 1] and
T trading dates divided in ¢t = 0,1, ..., — 1 with final liquidation date T'. There
is a risky security with an unobservable payoff U realized on the liquidation date
and following a normal distribution with zero mean and precision H. Prior to
the first trading session ¢ = 0, each investor ¢ obtains a private signal about the
asset payofl:

Z=U+¢€
where €’ is distributed normally and independently of U, has zero mean, precision
S and is independent of €* if k # 1.

Information percolation theory[DGMO09] is used to describe how information
flows at an increasing rate with its precision becoming heterogeneous across
agents: infinitesimally small agents meet each other randomly and share their
initial signal and other signals received during previous meetings; meetings
take place continuously at Poisson arrival times with meeting intensity A and



m¢ — 1 agents per meeting. Recent studies largely support the model offered by
information percolation theory[HM17].

The cross-sectional distribution of the number of additional signals, 7, equals
the number w; of signals received by each agent i between trading dates t — 1
and t: this distribution captures the heterogeneity in information precisions
introduced by random meetings. The investor maximizes her expected utility of
wealth, W, choosing her position in the risky asset, D, at each trading date:

max E {e_%WﬂFZ}
D}
subject to
T—
Wi=X'Py+ Y [Dj(Pis1—P)] +Dh_y (U~ Pr_y)
0

t=

V)

where F} denotes the information set of investor i at time ¢ containing private
signals and prices as public signals.
The cross-sectional average of the number of additional signals at time ¢ is

defined by
Q= Z w7 (n)n
neN

Regarding the economy, investors have exponential utility with a common
coefficient of absolute risk aversion 1/7, 7 denoting the investor’s risk tolerance.
Trading takes places at times ¢t = 0,1,...,7 — 1 and consumption at time t =T,
when the asset payoff is realized: X' denotes the quantity of the risky asset
endowed to each investor ¢ at time t = 0. The aggregate per capita supply of
the risky asset at time ¢ = 0 is denoted by

1
Xo:/ Xidi
0

and is normally and independently distributed with zero mean and precision ¢;
the incremental net supply of liquidity traders, X;, is normally distributed with
zero mean and precision @. The normalized price signals are denoted by

1
—U- —X
Q=0 780, !

Theorem. (Rational-expectations Equilibrium). There exists a partially reveal-

ing rational-expectations equilibrium in the T trading session economy on which
the price of the risky asset, Py, fort =0,....,T — 1 is given by

K,—H L1+ 72800
pP="—t_""7_ - PR
! K U ;O Ky



The individual and average market precisions, K and K, are given by

t t
KZ’ =H+ ZSw} + 2725’29?@
=0 j=0

t t
Ko=H+> 89+ 125202
§=0 J=0

and the individual asset demands, D}, is given by

t t
Di=1K; (E[U|F!]-P)=r1 Szw;iz;i + TQS%ZQj?Qj — KiP,
j=0

=0

The previous theorem enables us to obtain a concrete, computable definition
of the Privacy Multiplier:

Corollary. The Privacy Multiplier of secret data diffused according to informa-
tion percolation theory in a rational-expectations equilibrium in the T trading
session economy is given by

\g

(P, [SECCOMP =1]- D; [SECCOMP = 1))

3

(P,[SECCOMP = 0] - Di [SECCOMP = 0))

Privacy Multiplier =

M=|L0~

if
-

where the individual asset demands
D;[SECCOMP = 1] > D} [SECCOMP = 0], (Vi,t)
and the meeting intensity
ASECCOMP =1]> AN[SECCOMP =0
and number of agents per meeting

mi [SECCOMP = 1] > m} [SECCOMP = 0], (Vi, )

4.2 Empirical Study

Studies on insider trading[Ahel5] provide an informative window on how valuable
information percolates investor networks until markets incorporate all the relevant
information and it loses relevance: the following table summarizes the diffusion
of relevant trading information across 183 insider networks collected by the
Securities and Exchange Commission (SEC) and the Department of Justice
(DOJ) between 2009 and 2013.



Order in Tip Chain
Statistic 1 \ 2 \ 3 \ 4
Tippee house value (Median - $1000s) | 668.6 | 724.5 | 833.7 | 1072
Tipper house value (Median - $1000s) | 811.7 | 840.1 | 758.5 1072
Amount invested (Average - $1000s) | 4852 | 2639 | 1618.6 | 1726.1
Amount invested (Median - $1000s) | 200.4 | 250.1 | 280.1 | 492.7
Gross profit (Average - $1000s) 759.9 | 1028.9 | 230.7 | 1538.1
Gross profit (Median - $1000s) 17.6 36.3 39.5 86
Tip return (Average - %) 46 43.5 29.2 23
Tip return (Median - %) 25.2 27.9 28.2 18.8
Use shares (%) 50.8 | 56.2 77.1 76.4
Use options (%) 27 23.4 16.8 21.8
Insider volume/total volume (%) 2.8 4.7 2.9 5.4
Time from information to tip (Days) | 12.1 9.2 5 0.4
Tipped passed on received day (%) 46.5 62.7 49.5 92.1
Holding period (Average - days) 13.9 16.8 11.3 9.1
Holding period (Median - days) 5.2 7 4 5
Tippee degree centrality 2.9 2.3 2 1.8
Tipper degree centrality 1.8 4.3 5 4.6

Particularly relevant to this work is the decline of trading returns over the tip
chain, indicating that the information is being incorporated into the markets: the
investments of the initial tippee returns 46% on average and 25.2% on median;
by the fourth link and subsequents, the returns have decreased to 23% for the
average and 18.8% for the median. Median gross profits rise from $17,600 to
$86,000 per tip, but because the median amount invested rises from $200,400 for
the first tippee to $492,700 for the fourth and subsequents.

The speed of the flow of the information over the tip chain also increases
with time: the original source waits 12.1 days before tipping, 9.2 days the second
linked, 5 at the third link and 0.4 days for the fourth and subsequents links. The
fraction of tippers who tip the same day that they receive the information is
46.5%, increasing 92.1% in the fourth and subsequent links, implying that the
holding period between when the tippee receives the information and the event
date declines over time, from an average of 13.9 days to 9.1 days.

Tippers in later links are more central figures, having more information
connections and holding more tipping links to all the other insiders, spreading
the information to the periphery of the network: in the first link, tippers have 1.8
connections, 4.3 in the second and 4.6 in the fourth and subsequents. Conversely,
the tippee’s centrality decreases from 2.9 to 1.8.

This empirical data shows the percolation of privileged information through
investor networks until it gets incorporated into prices thanks to the investigations
conducted by the SEC and the DOD: comparable dynamics of information
diffusion could be expected in other law-abiding settings. And discussed on next
sectionh] privacy-preserving techniques could be used to increase the number
of times private information is offered to third parties while containing its



depreciation.

5 Applications of Secure Computation and Blockchains

This subsection provides a succinct review of modern secure computation tech-
nologies: more detailed reviews can be found on these papers[NVFT17, INVAT17,
ABPP15].

Secure computation is an active subfield of cryptography research that studies
methods for computing functions of private inputs without revealing the inputs
themselves hidden, protecting data during outsourced processing or sharing and
removing third parties that could be subverted. Secure computation can be
done in many ways, using one or a combination of modern encryption techniques
that enable computation on encrypted data: multi-party computation (secret
sharing, garbled circuits), fully homomorphic encryption (FHE) and oblivious
random access machines (ORAM). Each of these technologies has advantages
and disadvantages: for example, MPC techniques are faster than homomorphic
encryption, but require much more network interaction between the parties.

Special mention deserves another technique, differential privacy: it defends
against an adversary that observes the output of statistical queries to a database
trying to infer information and compared to the previously mentioned technolo-
gies, it can prevent from inferring and learning too much information from the
encrypted dataset using indirect queries. Differential privacy usually considers
worst-case guarantees, requiring privacy against an adversary who already knows
the entire database except for a single row. And although differential privacy
is efficient, it also introduces statistical noise to the results of the queries, thus
it’s constrained to applications using numerical data that tolerates the imprecise
results.

For the purpose of this paper, it’s almost immediate that secure computation
techniques could be used to sell/rent access to secret data without revealing
anything about it: this would remove the secrecy discount levied on secret data,
automatically increasing its value. What is more, the same information could be
sold multiple times to different parties because secret data would not be directly
revealed (i.e., the Privacy Multiplier) and that more than justifies the costs
associated with the deployment of secure computation technologies. Note that
this scenario must be technically solved in practice: for example, the recent case
of “Collateral Analytics v. Nationstar Mortgage”|coll7] relates to a database
provider of real estate information provided to thousands of customers that was
fully downloaded by one of them to start a competitor.

Furthermore, we must consider the impact of blockchains| BMC™15! [FRS15,
FRS16], distributed ledgers that record transactions between two or more parties
in a verifiable and permanent way, keeping a continuously growing list of records
which are linked. Most blockchains offer a programming language to implement
smart contracts, that is, programmable contracts that are executed or enforced
by the blockchain, without human interaction: the execution is done publicly,
for anyone to review it, but smart contracts could also be executed with secure
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computation techniques[Sal7, [SA15]. In this way, vast amounts of secret data
would surface on blockchains, a setting where it’s natural to sell information.

6 Conclusion

We introduce a novel method to properly quantify the value of secrecy, and
another novel method to model and quantify the Privacy Multiplier as secret
data percolates through a network of investors: we also find empirical support
for both methods.

This analysis reinforces the usefulness of secure computation in decentralized
settings, now well grounded in economic terms.
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